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OWASP Top 10 — 2010 (Previous)

OWASP Top 10 — 2013 (New)

Al - Injection

Al — Injection

A3 — Broken Authentication and Session Management

A2 - Broken Authentication and Session Management

A2 - Cross-Site Scripting (XSS)

A3 - Cross-Site Scripting (XSS)

A4 - Insecure Direct Object References

A4 - Insecure Direct Object References

A6 — Security Misconfiguration

A5 - Security Misconfiguration

A7 - Insecure Cryptographic Storage — Merged with A9 -

A6 — Sensitive Data Exposure

A8 — Failure to Restrict URL Access — Broadened into =2

A7 — Missing Function Level Access Control

A5 - Cross-Site Request Forgery (CSRF)

A8 - Cross-Site Request Forgery (CSRF)

<buried in A6: Security Misconfiguration>

A9 - Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards

A10 — Unvalidated Redirects and Forwards

A9 - Insufficient Transport Layer Protection

Merged with 2010-A7 into new 2013-A6




Attack Security Security Technical Business
Vectors Weaknesses Controls Impacts Impacts
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HI, THIS 15

YOUR SON'S SCHOOL.
WERE HAVING SOME
(OMPUTER TROUBLE.

\%W

OH, DEAR — DID HE
BREAK SOMETHING?

IN Pt WHY*

%

DID YOU REALLY
NAME YOLR SON
Robert'); DROP
TABLE Studerts;-~ 7

~OH, YES LITTLE
ROBBY TARLES,
WE CALL HIM.

WELL, WEVE LOST THIS

YEAR'S STUDENT RECORDS.

T HOPE YPURE HAPPY.
AND T HOPE

~~ YOUVE LEARNED
1 TOSANMIZE YOUR
DATARASE INPUTS,
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B How to Exploit Hidden Fields - Microsoft Internet Explorer

B How to Exploit Hidden Fields - Microsoft Internet Explorer
Favorites  Tools  Help

6&menu=51

&

How to Exploit Hidden Fields




6 "2 %o#

(€ Blank Page - Windows Internet Explorer [F=N{o]

P~

UU | @ aboutblank -|°yia<'
¢ 4 | @BlankPage . %+ B} - ™ - -rpage ~ Qi Tools v

‘ Google

)

& Intemet | Protected Mode: On
















account do
for you?

et bp

Checking-6515
Current Balan

Available Balance

Tranifer Fandi

Dpen Moy Acisunt

Your Bills

9999.99 dus in newts
¥ n Ldw |=|

Py Bills

I

Income and Expenses from Sep 26, 2004 to Jan 16, 2005

Total Costs
Recurting Costs i

vuiabe corts T

Fined Costs:
Total Depaosits

How
How 16
Hiw 15
How 1%
How 10, 2004

; 2004

T8 N0

0 2000 34000 F0000 3000
Descrptian

Intaraat Paymant

ATM Withdrawsl, myBank, Sim Rafiel, CA

ATM Withdrawal, myBank, Sam Francis

£ Bill Payment

myBank Credit Card Bill Payment

ATM Withdrawal, myBank, San Rafiel, €A

mygBank Pay

ATH Withdrawal, myba An Francis
ATH Withdrawal, myBank, San Francizce,
myBank Cradi Card Bill Paymant
Werking Avaetd Bill Pagman

Prudentisl Insurance Bl Paysmant

Mankarrsn Martgage Corp Bill Paymant

ATM Withdraval an Francls

wrgBank Baw

(|
Cateqory
Temarass
Cagh
Cazh
3 Phone
Cradit Card
Cash
Py
Cash
Cash
Cradit Card
3 Phens
B Inin {1
€0 Momgage

Cash

Checking.6534

510,000 §12,000 314000 $16000 $92000 $20.000 ¥

Amsunt

§25

{10000
$100.00
$94.23
$2.35357
$100.00
437279
£100.00
F100.00
$l0.00
$13.57
$435.00
$2.18442

o)

$100.00 |

433894
Hek Cash Flow: 6435.20
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target = request.getParameter( "dest"



Ad4 4 # 45

Ad4 4 # 4°
Ad4 4 # 4% .
Ad4 4 # 4(]1, 15

A44 4 # 4 15
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